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Abstract. Since the arrival of the World-Wide Web, and the explosive growth of
information on the Web, researchersin the field of Software Agents gat interested in
information agents (also known as Internet agents). However, for the past couple of
yeas, agent technology has been a hot topic, and most likely, thisis mainly due to
the popularity of the Java programming language, which represents an ideal
language for implementing software agents asit is the “Write Once Run Anywhere”
language. Thisis an important feature for software agents asit allows them to run on
al platforms of the Internet. The word “agent” however, has been misused. People
involved in agent research have avariety of definitions for that word. This paper
presents a brief overview of software gyents, with emphasis on mobhile agents. We
classify agents in dfferent types dong severd primary characteristics that agents
should exhibit.

1 Introduction

Before we try to define what is a Software Agent, let us first try to understand
the meaning and charaderistics of an agent. We ae all, in ore sense or ancther,
familiar with the cncept of an agent. Probably most of us have dedt with travel
agents and we know the role undertaken by them. The main representative role of
atravel agent, for example, is that it acts on behalf of others. This charaderistic
can be onsidered as the first fundamenta property of agency. A travel agent ads
on kehalf of atraveer in a variable degree of autonomy. In other words, when a
travel agent cdls an airline to reserve a sed, they do so autonamously; that is,
they do na tdl the arline to whom do they need a seat, they just say we need a
sed. Thisisthe second charaderistic of agency — autonomy. A third charaderistic
of an agent is the degree of proactivity and reactivity in their behavior. For
example, once a agent receives the detals of its tasks, it tries proadively to
attain the goals defined by the assgned tasks. And it reads to the changesin the



avail able data by modifying its plan. Agents may aso exhibit other attributes,
including: learning, co-operation, and mobility.

2What isan Agent?

Based on the abowe discusson, an agent can be defined, aong with its
characteristics as foll ow:

“An agent is an entity that:

» actson behalf of othersin an autonomous fashion

» peformsitsactionsin some level of proactivity and reactivity

» exhibits some levels of the key attributes of learning, co-operation, and
mobility.”

This definition, which is based onthe definition gven in [9], is equdly true for
software ayents. But what exadly is a software agent and hav does it differ from
a software objed? You may think of a software aggent as one (or more) software
objed(s) that conforms to the dove dharaderistics of agents and can be described
as inhibiting computers and retworks, asgsting wsers with computer-based tasks.
It is the resporsibility of the programmer, however, to determine what an agent
can dg as well as the information required from the user or software to have an
agent performs its actions in a readive manner. The behavior of the agent can be
set by another software, which you can think of as a sort of a super agent, that
forks (or clones) new agents when atask requires extra help.

3 Classification of Software Agents

Clasdficdion refers to the study of types and entities. There ae severa
dimensions to classify existing software agents. They can be dasdfied acording
to: the tasks they perform; their control architedure; the range and effediveness
of their adions; the range of sensitivity of their senses; or how much interna state
they poses [6]. In this paper we dasdfy agents, dong several ided and pimary
characteristics that agents doud exhibit. We identify three daraderistics:
autonomy, learning, and cooperation, which we have discussd in Sedion 1 Our
clasdficaion hereis based on[4]. Let us gart by elaborating a bit more on these
characteristics. Autonamy refers to the dharacteristic that an agent can operate on
its own withou the need for human gudance In other words, an agent has a set



of internal states and goals, it acts in such a manner to meet its goals on behalf of
the user. In order to do so, an agent has to be proactive in the sense that it has the
ability to take the initiative rather than acting simply in response to its
environment [15]. Cooperation with other agents is necessary to accomplish a
complicated task. In order to cooperate however, an agent must posses a social
ability that allowsit to interact with other agents. Finally, an agent isintelligent if
itisableto learn and sense as it acts and reacts to its externa environment. These
three characteristics of agents are used to derive some types of agents to include
in our classfication as shown in Figure 1.
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Figure 1: A partial view of agent classification

3.1 Interface Agents

Interface agents perform tasks for their owners by emphasizing autonomy and
learning [16]. They support and provide assistance to a user learning to use a
particular application such as a spreadsheet. The agent here observes the actions
being carried out by the user and tries to learn new short cuts, then it will try to
suggest better ways of doing the same task. As P. Maes points out, the key
metaphor underlying interface agents is that of a personal assistant who is
collaborating with the user in the same work environment. Interface agents learn
to better assist its usersin four ways [8]:

* By observing and imitating the user
»  Through receiving positive and negative feedback from the user
* By receiving explicit instructions from the user



» By asking other agentsfor advice

While interface gents ask other agents for advice (leaning from pees), ther
cooperation with other agents however, islimited.

The objedive of P. Maes work on Interface Agents was initialy to migrate from
the dired manipulation metaphar [9] to ore that delegates ome of the tasks to
software interface aents in order to acommodate novice users. With the
explosive growth of the Web, and as we cme dose to the 20" century, we ae
having as many urtrained computer users as we have microprocesrs. Therefore,
there is a gap that is coming more gparent as we go along with computers.
Current computer interfaces, for example, do nahing urlessyou gve mmmands
from the keyboard, mouse, or touch screen [5]. Therefore, the cmputer is merely
a pasdve atity waiting for your commands to exeaute them. It does not provide
us with any help whenever we wish to perform some complex tasks. In the future,
interface gents as well as information agents (as discussed later) may know
users interests and ad autonamously on their behalf. That is what reseachersin
the aeaof agent techndogy have high hoges for.

3.2 Collabor ative Agents

As the proliferation d computer communicaion retworks was a big step toward
the development of “virtual societies’. Collaboration between individuas (in the
virtual society) requires that communicaion links be established and wsed
effectively. Digributed Artificial Intelligence which is a subfield of Artificia
Intelligence is concerned with a virtual society of problem solvers (agents)
interading to solve a @mmon problem [5].

The goa of collaborative aents is to interconned separately developed
collaborative agents, thus enabling the ensemble to function beyond the
cgpabiliti es of any of its members. Implementing efficient ways of cooperation
among agents is adually ore of the central isaies for Multi-Agent Systems
development [19].

One of the motivations for having coll aborative ayents is to provide solutions to
inherently distributed problems, such as distributed sensor network [20], or air-
traffic control.



3.3 Information Agents

The explosive growth of information on the Word-Wide Web has given arise to
information agents (also known as Internet agents) in the hope that these agents
will be able to help us manage, manipulate, or collate information from many
distributed resources [7]. One may notice however, that information agents seem
a bit similar to interface agents [16]. However, it is important to note that not all
types of agents discussed here started at the same time. So, with the explosive
growth of information, and the need for tools to manage such information, one
would expect a degree of overlap between the goals of some agents. One
distinction between interface and information agents, however, is that information
agents are defined by what they do, in contrast to interface agents which are
defined by what they are.

There are some interface agents, developed at MIT Media Lab, that have been
deployed for Web-based roles [8], and hence they can be considered as
information agents. One important characteristic of Information Agents is that
they may be static or mobile.

Information agents are most useful on the Web where they can help us with
mundane tasks. For example, we carry out actions that may consume long time
(e.g. searching the Web for information). Why does not the computer (e.g. an
information agent) carries out such tasks for us and later on present us with the
results?

3.4 Reactive Agents

Reactive Agents act and respond in a stimulus-response [18] manner to the
present state of the environment in which they are embedded. P. Maes highlights
the following three key ideas which underpin reactive agents [13].

»  Emergent functionality: the dynamics of the interaction leads to the emergent
complexity.

» Task decomposition: a reactive agent is viewed as a collection of modules
which operate autonomously and responsible for specific tasks (e.g. sensing,
computation, etc.).

» They tend to operate on representations that are close to raw sensor data.



Up till now, there is a relatively few number of reective software agent-based
applications. A goad application area for them seans to be the entertainment
indwstry. Reseachers at Phili ps are aready working on dgital video and 3D
graphics-based reactive ayent animation [4].

3.5 Hybrid Agents

Hybrid Agents refer to those ayents whose mnstitution isa combination o two o
more gent philosophies within a singuar agent [4]. These phil osophies may be
mobile, interface information, collaborative, ... etc. The goal of having hylrid
agents is the nation that the benefits acaued from having the mmbination d
philosophies within a single agent is greder than the gains obtained from the
same aent based ona singuar philosophy. An example of this is collaborative
interface agents[17].

NOTE: The aithor believes that mobile agents (discussed next) can actually be
considered hylrid agents, because in arder for amobile ayent to be useful, it may have to
reactive, proactive, and collaborative, for example.

3.6 Mobile Agents

A software ggent is a mobile software ayent if it is able to migrate from host to
host to work in a heterogeneous network environment. This means we must also
consider the software environment in which mobile agents exist. Thisis cdled the
mobil e agent environment, which is a software system distributed over a network
of heterogeneous computers and its primary task isto provide an environment in
which mobile aggents can run. Note that not only an agent transportsitself, but also
its gate. When it reaches the new host, the agent shoud be @le to perform
appropriately in the new environment.

3.6.1 Anew Paradigm for Distributed Computing

The cantral principle of today’s distributed programming is remote procedure
cdling (RPC). The RPC approach, which was conceved in the 197Cs, views
computer-to-computer communicaion as enabling ore womputer to cdl a
procedure in ancther. In RPC, al messages go through the network, ead ether
reguests or adknowledges a procedure's adions. This approadh, however, has its
own limitations. Most notably, dl i nteradions between the dient and server must
go through the network as shown in Figure 2.
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Another approach that is forming a new paradigm for distributed computing is
one that employs mobile agents. Initialy this approach was known as Remote
Programming [1]. The Remote Programming approach views computer-to-
computer communication as one computer not only to call procedures in another,
but aso to supply the procedures to be performed. Each message that goes
through the network comprises a procedure that the receiving computer is to
perform and data that are its arguments. The procedure and its state are termed a
mobile agent as they represent the sending computer even while they are in the
receiving computer as shown in Figure 3.

Clignt I: Agent m p| Agent % Aerver |
J/\/\/H}\

| Client Commager | ‘ Server Conmnter |

Figure 3: mobile agents-based computing paradigm

This approach is attractive since the reliability of the network is not crucia for the
following reasons:

« Mobile agents do not consume much network bandwidth. They only consume
bandwidth when they move.

« They continue to execute after they move, even if they loose network
connectivity with their creators.

Therefore, if a client requires extensive communications with a particular server
somewhere on the network, then implementing such a system using mobile agents
is attractive. This is due to the fact that an agent can move closer to the remote



server, reducing the network traffic, performs all tasks and comes bad. During
that period the dient madhine doe not have to be switched on It will have to be
switched on oy when it is time to welcome back the agent. Figure 3, shown
abowe, illustrates the ideaof this paradigm.

At this point, someone may say that this is exadly what process migration is al
abou and this has been dorein the 60's. That someone would be asolutely right.
However, mobile aents are different in the sense that they exhibit the
characteristics of an agent asdiscussed in Sedion 1.

3.6.2  Applications of M obile Agents

An dtradive aeato use mohile aents is in processng chta over unreliable
networks. In such retworks, the low-reliability network can be used to transfer
agents, rather than a chunk d data, from placeto place In this paradigm, the
agent travels to the nodes on the network, processthe information onthose nodes
(withou the risk of network disconredion) and then return hame. Another
interesting area that is attrading lots of attention is eledronic commerce For
example, instead of spending a huge amourt of time going through online
bookstores to find the best ded on abook firing upan agent to dothistask would
save us a @nsiderable anourt of time. The ayent would be programmed to visit a
number of bookstores and find the best deds on books we need.

Ancther interesting area of applicaions for mobile ajents is in network
management. In today’s heterogeneous network environments, network operators
are required to have extensive knowledge of the diverse networks in order to
manage them. Such management requires the @lledion d large anourt of data
from nodes on the network. Mohile agents represent an ided tod for colleding
the data and analyzingit.

3.6.3 Advantages of Mabile Agents

Mobile agents ®an to be useful for many dfferent applicaions. One may
however, clam that virtually any task that can be performed with mobile agents
can be performed with aher techndoges (e.g. remote method invocdion).
Despite the fad that there ae not many dstributed computing poblems that
canna be solved withou mobile ayents, neverthelessmobile agents make cetan
applications easier to develop and may improve reliability and efficiency. Table 1,
which is based on [5] contains some of the daimed advantages of mobile agents
over conventional approadies.



Advantage Jugtification

Efficiency Mobile aents consume fewer network resources snce they
move the computation to the data instead o the data to the
computation.

LessBandwidth Most communication protocols involve severd interactions,

which cause alot of network traffic. Mobile aents consume
bandwidth only when they move.

Robuwstness and Fault
Tolerance

The &ility of mobile agents to react dynamicdly to adverse
situations makes it easier to buld fault tolerance behavior in
complex distributed systems.

Suppat for Hetero-
geneous Environments

Mobile ggent systems are computer and network independent.
Therefore, a Java mobile agent can target any system that has a
Java Virtua Macdhine.

Suppat for Electronic
Commerce

Mobile agents are being used to build electronic markets snce
they embody the intentions, desires, and resources of the
participantsin the market.

Easier Development
Paradigm

The mnstruction o distributed systems can be made easier with
mobile agents. Mobile agents are inherently distributed in

nature. Therefore, they are a natura view of a distributed
system.

Table 1: posshle alvantages of mobile software ggents

3.6.4  Security in Mobile Agents

Despite the fad that mobile ajents represent a new useful paradigm for
distributed computing, they have, however, sdddom been used in pradice The
main reason for thisis due to the fad that there ae anumber of related technicd
as well as scia challenges to implementing mobile agent-based applicaions.
Tedhnicd isaes include, anong dhers, difficulties with patability and seaurity.
The seaurity issie may also be @mnsidered as a socia challenge — convincing
people to use mobhil e software agents to buyitems over the Internet. As B. Laurel
[10] pointed out “few of us would hire an agent to push the buttons on our
cdculator; most of uswould hire an agent to scan 5,000 pieces of junk mail”.

The seaurity challenge, however, is a mmplicaed ore. Mobile agents raise isales
similar to Java Applets. There ae severa seaurity iswes to be @mnsidered in
mobile agent-based computing. Some people in the mmputing community think
of mohil e agents as viruses sine they may exhibit similar behavior.




Mobile ggent seaurity can be split into two areas [5]:

» Protedion d host nodes from destructive agents.
» Protedion d mobile ayents from mali cious nodes.

One @proach to protect the host nodes from destructive agents it through
authentication and agent signatures where dl unknown agents are rejeded.
However, this does nat redly seam like agood solution, because how would we
know that a mobile agent is whom it claimsto be?

The other areaof security deds with the isaue of proteding mohbile agents from
haosts which may want to scan the agent for information; ater the agent’s gate; or
even kill the agent. The crucia isaue here is that the agent will have to exposeits
data and information to the haost in arder to run onit [11]. Current research hes
shown it is computationally impossble, however, to proted a mobile agent from a
malicious host [12]. Some reseachers are looking a sociologicd (instead of the
hard computational model) means of enforcing goa host behavior [12].

4 Conclusion

Agent tedhndogy is a hot topic that is kegping many people bath, in acalemia
and induwstry quite busy. In this paper we have given a brief overview of software
agents and their applicaions. We eplained the daraderistics of an agent and
based on that we dassfied agents into six types: interface collaborative,
information, readive, hybrid, and mohile. The mobile ayent classwas discussed
in more detail s than any other class This becaise in the aithor's view a useful
mobile aent is inherently an information agent and shoud be @llaborative and
readive. In ather words, amobile agent is different from amobil e objed sincethe
mobile agent has to exhibit some dtributes of agency (e.g. autonamy, leaning,
co-operation, proadivity and readivity).

5 References

[1] J. White. “Mobile Agents’. In J. M. Bradshaw (editor), Software Agents.
AAA | PresIMIT Press 1997, pp. 437-472.

[2] P. Morrede. “ Agents on the move”. In IEEE Spectrum, April 1998, pp. 34-41.



[3] V. A. Pham, and A. Karmouch. “Mobhil e Software Agents: An Overview”. In
|EEE Comrrunications Magazine, July 1998, pp. 26-37.

[4] H. S. Nwana. “Software Agents. An Overview”. In Knowledge Engineaing
Review, Vol. 11, No 3 Oct/Nov 199, pp. 205244

[5] S. Green, L. Hurst, B. Nangle, P. Cunningham, F. Somers, R. Evans.
“Software Agents: A review”. Tedhnical Report, Trinty College Dublin, Ireland,
May 1996

[6] S. Franklin, and A. Graesser. “Isit an agent, or just aProgram?’ A Taxonamy
for Autonamous Agents”. In Procealings of the Third Internationd WorkshopOn
Agents Theories, Architedure, andLanguagps, Springer-Verlag, 1996

[7] P. Maes. “Intelligent Software”. In Scientific American, Vol. 273, No. 3, Sept.
1995 pp. 84-86.

[8] P. Maes. “Agents that Reduce Work and Information Overload”. In J. M.
Bradshaw (editor), Sdtware Agents. AAA | PressMIT Press 1997, pp. 145-164.

[9] P. Maes, and Schneiderman, B., "Dired Manipulation vs. Interface Agents: a
Debate", In Interactions, Vol. IV Number 6, ACM Press, 1997

[10] B. Laurd. “Interface Agents: Metaphars with Charader”. In J. M. Bradshaw
(editor), Sdtware Agents. AAA | PressMIT Press, 1997, pp. 67-77.

[11] D. Chess C. Harrison, and A. Kreshenbaum. “Mobile Agents: Are they a
good idea”. In N. Vitek, and C. Tschudn (editors), Mobile Objeds Systems,
Springer Verlag Ledure Notes in Computer Science, July 199, pp. 25-47.

[12] A. Rasmuson, and S. Janson. “Simulated Socia Control for seaure Internet
commerce”. In New Seaurity Paradigms’ 96, ACM Press Sept 1996

[13] P. Maes (editor). “Designing Autonamous Agents. Theory and Pradice from
Biology to Engineeing and badk”. MIT Press



[14] M. Graham, and P.R. Wavish. “Simulating and Implementing Agents and
Multiple Agent Systems’. In Procealings of the European Smulation Multi-
Conference, Copenhagen, Denmark, June 1991.

[15] M. Woddridge, and N. R. Jennings. “Intelligent Agents. Theory and
Pradice”. In Knowledge Engineaing Review, Vol. 10, No 2, 19%, pp. 115152

[16] T. Koda and P. Mass, "Agents with Faces: The Effeds of Personification d
Agents’, In Procealings of HCI '96, Londm, UK, August, 19%.

[17] Y. Lashkari, M. Metral, P. Maes. "Callaborative Interface Agents'. In
Procedaings of the Twelfth Nationd Conference on Artificial Intelligence Vol. 1,
AAA | Press Sedtle, WA, August 199N,

[18] Jaayues Ferber. “Readive Distributed Artificia Intelligence Principles and
Applicdions’. In G.M.P. O’'Hare, and N.R. Jennings (editors), Founddions of
Distributed Artificial Intelli gence, John Wiley & Sons, Inc., 199, pp. 287-317.

[19] B. Moulin, and B. Chaib-Drag “An Overview of Distributed Artificia
Intelligence™ In G.M.P. O'Hare, and N.R. Jennings (editors), Founddions of
Distributed Artificial Intelli gence, John Wiley & Sons, Inc., 199, pp. 3-55.

[20] E.H. Durfee and T.A. Montogamery. “Coherent Cooperation among
Communicaing Problem Solvers’. In IEEE Transactions on Computers, Nov
1987 pp. 12751291



